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Overview

¸ Whilst individualsô needs will (obviously!) differ we all 
(in particular young or ónewô IT auditors) need training 
in the following areas:
¸ Technical

¸ Interviewing skills

¸ Delegation

¸ Report Writing

¸ Sales ïincluding proposal writing
¸ Mainly for consultants but also applies to óinternalô

¸ Professional and Personal Development
¸ Includes understanding your organisationôs and departmentôs 

culture
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Technical
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ISACA

¸CISA

¸ Certified Information Systems Auditor

¸CISM

¸ Certified Information Security Manager

¸CGEIT

¸ Certified in the Governance of Enterprise IT
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CISA Course ïThe óCommercialô

¸ The IT Auditing ïPreparation for CISA Exam course (course number 
27381) is scheduled to run at Petersham College on Wednesday 
evenings between 6 and 9 p.m.
¸ The Petersham Campus is located at 27 Crystal Street Petersham.

¸ The course  runs over 15 weeks 

¸ The course fee is $670.

¸ Contact Information
¸ For information about the content of this course please contact:

¸ Bala Subra
Information Technology
Petersham TAFE
TAFE NSW - Sydney Institute
Room A1.5, Building A
27 Crystal Street
Petersham 2049
Tel: (02) 9335 2525
bala.subra1@tafe.nsw.edu.au

mailto:bala.subra1@tafe.nsw.edu.au
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CISA review training sessions 

¸ Conducted by your local chapter:
¸ IS Audit Process 

¸ IT Governance 

¸ Systems and Infrastructure Lifecycle 

¸ IT Service Delivery and Support 

¸ Protection of Information Assets 

¸ Business Continuity and Disaster Recovery

¸ Also ïall the technical sessions, workshops etc. run 
by the local chapters as well as the world-wide 
resources including online 
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óRequiredô Textbook

¸ The unit does not have any prescribed texts however we would strongly 
encourage students, particularly those doing the CISA examination to 
purchase from ISACA the:

¸ CISA Review Manual 2009 

¸ Containing over 600 pages of material supporting those doing the CISA 
examination this is a first class reference directly related to CISA.

¸ ISACA also offer other CISA support materials including:

¸ CISA Questions, Answers & Explanation Manual 2009 (plus 
supplement)

¸ CISA Practice Question Database v8

¸ In addition their website highlights a ñsoon to be launchedò CISA Online 
Review Course.

¸ Most successful CISA candidates also purchase these resources as 
well.
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Other Texts

¸ The CISA review manual lists óhundredsô of other 
texts and obviously it would be impractical in terms 
of time and $ to purchase all of these. Below 
however are 2 texts that students may consider 
buying:

¸ IT Security
¸ Computer Security - Principles and Practice; William 

Stallings and Lawrie Brown; 2008 Pearson Education Inc. 
ISBN: 9780135137116

¸ Including contribution from an Australian (Brown) this is an 
excellent text. Read the reviews on Amazon and youôll see 
why. 

¸ We use 9 chapters from this text in this course.
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Other Texts cont.

¸ IT Audit
¸ The amount of published material in this area is quite limited and, 

to be frank, most of what is published is not of great quality. One 
exception is the following book which Iôd recommend to any IT 
Auditor it also includes some day to day practical (environment 
specific) examples.

¸ IT Auditing ïUsing Controls to Protect Information Assets; Chris 
Davis, Mike Schiller and Kevin Wheeler; 2007 McGraw Hill. 
ISBN: 978007226343-5

¸ Note: Copies of these 2 texts are available in most technical 
bookstores as well as being available from online retailers.

¸ These texts would also be great for any newcomers to our 
industry



Matthew

And

Matthew
10 of 68

Other Texts cont.

http://www.amazon.com/gp/product/images/0136004245/ref=dp_image_0?ie=UTF8&n=283155&s=books
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Other areas of course / self-study

¸ This and the following slides contain areas covered 
by our CISA course

¸ Many of these areas should be of interest to IT 
auditors
¸ Self-study or formal training

¸ Auditing and IS Auditing
¸ In this part of the lecture Michael will explain the basics of 

auditing and IS auditing.

¸ This will be based on training courses that he gives to new 
employees in Chartered Accounting firms and Internal 
Audit departments.  
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Other areas of course / self-study
contôd.

¸ Securing Information Systems

¸ a óhigh levelô overview on IS Security to explain the basic 
concepts

¸ System vulnerability and abuse

¸ Business value of security and control

¸ Establishing a framework for security and control

¸ Technologies and tools for security

¸ Building Systems 

¸ We do 2 lectures that provide background for the important area 
of systems ódevelopmentô and implementation. 

¸ Includes:

¸ Project management

¸ Managing change
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Other areas of course / self-study
contôd.

¸Managing Telecommunications

¸ A ótechnicalô area which many IT auditors are not 

overly familiar with

¸Managing Operations

¸ An important area that is often overlooked by 

textbooks despite its importance: $ and to the 

effective (and continued) operation of an 

organisation
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Other areas of course / self-study
contôd.

¸ User Authentication
¸ Means of Authentication

¸ Password-Based Authentication

¸ Token-Based Authentication

¸ Biometric Authentication

¸ Security Issues for User Authentication 

¸ Access Control
¸ Access Control Principles

¸ Subjects, Objects and Access Rights

¸ Discretionary Access Control

¸ Role-Based Access Control
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Other areas of course / self-study
contôd.

¸ Database Security
¸ Database Management Systems

¸ Relational Databases

¸ Database Access Control

¸ Inference

¸ Statistical Databases

¸ Database Encryption

¸ Physical and Infrastructure Security
¸ Physical Security Threats

¸ Physical Security Prevention and Migration Measures

¸ Recovering from Physical Security Breaches

¸ Threat Assessment, Planning and Plan Implementation

¸ Integration of Physical and Logical Security
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Other areas of course / self-study
contôd.

¸ Human Factors
¸ Security Awareness, Training and Education

¸ Organizational Security Policy

¸ Employment Practices and Policies

¸ E-Mail and Internet Use Policies

¸ Security Auditing
¸ Security Auditing Architecture

¸ The Security Audit Trail

¸ Implementing the Logging Function

¸ Audit Trail Analysis
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Other areas of course / self-study
contôd.

¸ IT Security Management and Risk Assessment
¸ IT Security Management

¸ Organizational Context and Security Policy

¸ Security Risk Assessment

¸ Detailed Security Risk Analysis

¸ IT Security Controls, Plans and Procedures
¸ IT Security Management Implementation

¸ Security Controls or Safeguards

¸ IT Security Plan

¸ Implementation of Controls

¸ Implementation Follow-up 
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Other areas of course / self-study
contôd.

¸ Legal and Ethical Aspects
¸ Cybercrime and Computer Crime

¸ Intellectual Property

¸ Privacy

¸ Ethical Issues

¸ Disaster Recovery and Contingency Planning
¸ Evaluating the impact of system(s) loss on business continuity

¸ Evaluating threats to systems

¸ Formulating prevention and recovery strategies

¸ Developing disaster recovery plans to support strategy

¸ Strategy options

¸ Back-up and offsite storage

¸ Recovering from a disaster
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Interviewing 

Skills
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Meeting óetiquetteô

¸Be on time ïall the time

¸ Turn off your mobile phone

¸ What if you forget? = Donôt look at it, apologise 
and turn it off!

¸The art of óhead noddingô (and hoping 
eventually youôll understand what is being 
talked about)

¸ Never be afraid to show your óignoranceô
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Meeting óetiquetteô contôd.

¸ Interviewing techniques

¸ Show some interest.  More info. = Better (and more 

accurate) report or better understanding of óclientô

¸ What bread and your interview notes have in common

¸ ñIôm a simple manò

¸ Time óoff the fieldô (follow the laws of cricket)

¸ How to stay awake in meetings (conferences etc.)
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Training Courses

¸óTheoryô is fine but should include case 

studies / practice

¸ Lots of practice

¸The óapprentice modelô

¸ Take them with you!

¸Watch and learn from the best
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Delegation Skills
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Delegation

Â Why do it?:

ïWe donôtwant to do it ourselves

ïWeôremore expensive

ïYour time is better spent elsewhere

ïFurthers your career

Â Why we donôtwant to do it?

ïWhat happens to me?

ïThey canôtdo it as good as meé

ïI feel guilty giving away this stuff, I used to hate ité

ïItôsquicker for me to do it myselfé
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Delegation ïthe SMART rules:

ÂThe óSMARTôgoals:

ïSpecific

ïMeasurable

ïAcceptable

ïRealistic

ïTimed
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Delegation ïthe SMART rules contôd.

Â Make each task specific

Â Check for understanding

Â Give them a due time

Â Monitor closely

Â Offer support when required

ï Identify strengths and weaknesses

Â Wait until YOU are comfortable

Â Remember = YOU CANôT DELEGATE 
RESPONSIBILITY!
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Be careful

NMFBN
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Report Writing
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Report Writing

¸Do your work at the client

¸Make it interesting

¸Use of Executive Summary

¸Make sure you can support everything you 

say (including via workpapers)

¸ Table of Contents and action words

¸What exactly are you trying to say? ïNFI

¸Sentences, paragraphs etc.: the óbasicsô
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Report Writing contôd.

¸ The danger of the ócookie cutterô approach:
¸ Change the headers, footers, properties etc. and spell 

check / search: not only for name and variations thereof , 
but also state etc.

¸ óDraftô = óFinalô
¸ Make sure it is óreviewedô

¸ Give the reviewer appropriate time (suggest = walk-
through)

¸ Never make a mistake by yourself
¸ Make a call, but seek appropriate counsel



Matthew

And

Matthew
31 of 68

Report Writing contôd.

¸You never know who is reading this

¸The importance of óexit interviewsô: no 

surprises! (Avoiding the ópost report bluesô)

¸Achieving acceptance of issues ïñAgreed 

Actionò should be both agreed and actionable

¸Do your work at the client
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Workpapers

¸Must have support (evidence) for all findings / 

conclusions

¸ Findings must make sense ïand so must the 

workpapers

¸Professional standards and appearance

¸Able to be easily reviewed and understood 

(includes future use / updating)
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Workpapers contôd.

¸Canôt assume ñno-one will look at themò

¸ Increased review and ócritiqueô by external 

auditors and other interested parties

¸ Regulatory authorities

¸Specialists ïYou arenôt óthat specialô!

¸By the way ïarenôt we professionals?
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The Course in Brief

¸ Essentially the course will involve two parts:

¸ The Art of Report Writing which will include:

¸ Grammar and punctuation

¸ Eliminating unnecessary words

¸ Writing actively

¸ Writing Executive Summaries

¸ óEliminatingô the pet hates of the Group Assurance Senior 
Management Group

¸ A case study taking a óbadô report which the participants 
review (as though they are a Head of Audit) and then 
working to create a new report
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Reports ïa Definition

¸Report n. 1 an account given or opinion 

formally expressed after investigation or 

consideration

¸ The Australian Concise Oxford Dictionary

¸Report n. 1 What kills us

¸ Average Australian auditor
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Itôs the Report Stupid!!

¸ There are many things that contribute to professional success 
and the success of assignments. These include:

¸ Being technically competent

¸ Having good interpersonal and communication skills

¸ Effective time management

¸ Good organisational skills

¸ Getting on well with your óclientsô and their personnel

¸ All of these are important but what many people óforgetô about is 
the delivery of the main (and usually the only!) ódeliverableô: the 
ófinalô report

¸ Also = important if you are waiting to be ódiscoveredô
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The Look

¸Making a report look readable will encourage 
its recipients to read and respond to it

¸ The appropriate use of headings, sub-
headings, page breaks, bolding, italics; 
combined with the effective use of spacing 
and appendices, have led to many good 
observations / ideas / recommendations that 
may have been overlooked receiving their 
deserved attention
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óWriteô the report before you write it

¸Mental

¸Bullets

¸Mind maps

¸Sketches

¸Doodles

¸Whatever!!!
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Getting off on the óright footô
Look and Feel

¸Appropriate use of headings

¸Use of graphics and diagrams (the good, the 
bad & the ugly)

¸ Need linkage and explanation

¸ More colours doesnôt make better

¸No ówidows and orphansô

¸ Format Paragraph Left

¸Use of Appendices

¸Consistency (within program of work)
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Getting off on the óright footô
Executive Summary

¸Audience?

¸What should it contain?

¸How do you write one?

¸The ó30 second lift rideô method

¸ Tell it like it is

¸Can you substantiate every comment? (full 

detail in main body of report)

¸KISS (applies to entire report!)
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An óIdiotôs Guideô to Grammar

¸ The sentence

¸ Use short sentences. Never use one sentence when you 

can use two.

¸ The paragraph

¸ Use paragraphs as a unit of thought. Never put more than 

one main idea into a single paragraph

¸ The comma

¸ Say it out loud. Do you pause? If so = you need a comma
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Some potential references



Matthew

And

Matthew
43 of 68

Omit Needless Words

Rule 17 in the chapter titled Principles of 
Composition; The Elements of Style, William Strunk 
Jr. and E.B. White

¸ A ócase studyô ïStephen King ñOn Writingò

¸ Do not write:
¸ ñDuring the Audit it was notedé..ò

¸ ñDuring the course of our review the audit team discovered 
thaté.ò

¸ ñWe recommendé.ò

¸ ñWe consider thaté.ò
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What exactly are you trying to say? 

ïN.F.I.

¸The óinfamousô red and blue ink ïthose who 
have had me óreviewô any of their work will 
know what this means

¸Those who havenôt ïdonôt worry, after the 
case studies you will!

¸ Too many case studies are not enough!

¸ Must be industry or company specific
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Tips

¸ Use the first word that comes to your mind, if it is appropriate

¸ You are not sitting an English literature exam 

¸ Use simple words

commence Vs. start

discontinue stop

endeavour try

prior to before

whilst while
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Tips contôd.

¸ Italics, bolding etc.

¸ Keep technical detail in appendices

¸ Einsteinôs óone pageô theory

¸ Donôt ófudgeô it: if you didnôt do it, say so (honesty 
and risk management)
¸ óFessing upô = the earlier the better

¸ Cross- referencing within a document

¸ óPeer reviewsô
¸ What exactly are you óreadingô
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Sales
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Selling

¸ How old is óoldô?

¸ 5 / 10 years?

¸ The ókidsô grow up

¸ Keep in contact. Itôs too late to tell them you ólove themô when 

theyôve gone out to tender

¸ Surround yourself with ósmartô and successful friends

¸ Stay at their holiday houses etc.

¸ Do your work at the client

¸ óSalesô is not a dirty word!

¸ Someone who has bought from óyouô before is more likely to buy from 
óyouô again

¸ Building/maintaining your contacts - The ócup of coffeeô model

ï One óproposalô Vs. 40 ócatch-upsô

ï The real cost of proposals

ï It isnôt selling ïyou will be asked!

ï Trusted relationships = no ótenderô


