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Overview
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In the following areas:
Technical
Interviewing skills
Delegation
Report Writing
Sales T including proposal writing
Mainly for consultants but al s
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Professional and Personal Development

|l ncludes understanding your or
culture
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Technical
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ISACA

CISA
Certified Information Systems Auditor

CISM
Certified Information Security Manager

CGEIT
Certified in the Governance of Enterprise IT
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O.Q

CISACoursei The 6Comm

$3955¢

The IT Auditing T Preparation for CISA Exam course (course number
27381) is scheduled to run at Petersham College on Wednesday
evenings between 6 and 9 p.m.

The Petersham Campus is located at 27 Crystal Street Petersham.
The course runs over 15 weeks
The course fee is $670.

Contact Information
For information about the content of this course please contact:

Bala Subra

Information Technology

Petersham TAFE j‘jj“;;‘ w ’ \ ‘
TAFE NSW - Sydney Institute n DNEE INITUTE a

Room AL1.5, Building A Petersham =

27 Crystal Street 2 College

Petersham 2049
Tel: (02) 9335 2525
bala.subral@tafe.nsw.edu.au
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CISA review training sessions

Conducted by your local chapter:
IS Audit Process
IT Governance
Systems and Infrastructure Lifecycle
IT Service Delivery and Support
Protection of Information Assets
Business Continuity and Disaster Recovery

Also T all the technical sessions, workshops etc. run
by the local chapters as well as the world-wide
resources including online
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ORequiredd Text RBoc

The unit does not have any prescribed texts however we would strongly
encourage students, particularly those doing the CISA examination to
purchase from ISACA the:

CISA Review Manual 2009

Containing over 600 pages of material supporting those doing the CISA
examination this is a first class reference directly related to CISA.

ISACA also offer other CISA support materials including:

CISA Questions, Answers & Explanation Manual 2009 (plus
supplement)

CISA Practice Question Database v8

|l n addition their website highlight
Review Course.

Most successful CISA candidates also purchase these resources as
well.
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Other Texts

The CI SA review manual | 1
texts and obviously it would be impractical in terms

of time and $ to purchase all of these. Below

however are 2 texts that students may consider
buying:

IT Security

Computer Security - Principles and Practice; William
Stallings and Lawrie Brown; 2008 Pearson Education Inc.
ISBN: 9780135137116

Including contribution from an Australian (Brown) this is an
excellent text. Read the revi
why.

We use 9 chapters from this text in this course.
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Other Texts cont.

IT Audit

The amount of published material in this area is quite limited and,

to be frank, most of what is published is not of great quality. One
exception iIs the following book
Auditor it also includes some day to day practical (environment
specific) examples.

IT Auditing T Using Controls to Protect Information Assets; Chris
Davis, Mike Schiller and Kevin Wheeler; 2007 McGraw Hill.

ISBN: 978007226343-5

Note: Copies of these 2 texts are available in most technical
bookstores as well as being available from online retailers.

These texts would also be great for any newcomers to our
iIndustry
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Other Texts cont.

COMPUTER SECURITY _ k

Covers Sarbanes - O
g Ofher rpgaialtion '.

AUDITING

USING CONTROLS TO PROTECT
INFORMATION ASSETS

Chwis Davie, Mikce Schillec, 204 Kavie Wheoker
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http://www.amazon.com/gp/product/images/0136004245/ref=dp_image_0?ie=UTF8&n=283155&s=books

Other areas of course / self-study

This and the following slides contain areas covered
by our CISA course

Many of these areas should be of interest to IT
auditors
Self-study or formal training

Auditing and IS Auditing

In this part of the lecture Michael will explain the basics of
auditing and IS auditing.

This will be based on training courses that he gives to new
employees in Chartered Accounting firms and Internal
Audit departments.
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Other areas of course / self-study | ss2
cont od.
Securing Information Systems
a ohigh | evel dd overview on | S S

concepts
System vulnerability and abuse
Business value of security and control
Establishing a framework for security and control
Technologies and tools for security

Building Systems
We do 2 lectures that provide background for the important area
of systems oOdevel opmentdé and i m
Includes:
Project management
Managing change

Matthew
And

Matthew
12 of 68



Other areas of course / self-study

cont 6d.

Managing Telecommunications

A o0technical 6 area whi ch
overly familiar with

Managing Operations

An important area that is often overlooked by
textbooks despite its importance: $ and to the
effective (and continued) operation of an
organisation
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Other areas of course / self-study

cont 6d.

User Authentication
Means of Authentication
Password-Based Authentication
Token-Based Authentication
Biometric Authentication
Security Issues for User Authentication

Access Control
Access Control Principles
Subjects, Objects and Access Rights
Discretionary Access Control
Role-Based Access Control
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Other areas of course / self-study

cont 6d.

Database Security
Database Management Systems
Relational Databases
Database Access Control
Inference
Statistical Databases
Database Encryption

Physical and Infrastructure Security
Physical Security Threats
Physical Security Prevention and Migration Measures
Recovering from Physical Security Breaches
Threat Assessment, Planning and Plan Implementation
Integration of Physical and Logical Security
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Other areas of course / self-study

cont 6d.

Human Factors
Security Awareness, Training and Education
Organizational Security Policy
Employment Practices and Policies
E-Mail and Internet Use Policies

Security Auditing
Security Auditing Architecture
The Security Audit Trail
Implementing the Logging Function
Audit Trail Analysis
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Other areas of course / self-study

cont 6d.

IT Security Management and Risk Assessment
IT Security Management
Organizational Context and Security Policy
Security Risk Assessment
Detailed Security Risk Analysis

IT Security Controls, Plans and Procedures
IT Security Management Implementation
Security Controls or Safeguards
IT Security Plan
Implementation of Controls
Implementation Follow-up
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Other areas of course / self-study

cont 6d.

Legal and Ethical Aspects
Cybercrime and Computer Crime
Intellectual Property
Privacy
Ethical Issues

Disaster Recovery and Contingency Planning
Evaluating the impact of system(s) loss on business continuity
Evaluating threats to systems
Formulating prevention and recovery strategies
Developing disaster recovery plans to support strategy
Strategy options
Back-up and offsite storage
Recovering from a disaster
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Interviewing
Skills
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Meeti ng O0etil quet

. Beontime 1 all the time

. Turn off your mobile phone

What 1 f you forget? = Do
and turn it off!

~The art 0
eventual |
talked about)
Never be afrair d to show

f oOohead noddi
y youol | unde
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Interviewing techniques

Show some interest. More info. = Better (and more
accurate) report or better ur

What bread and your interview notes have in common

Al Om a si mple mano
Ti me ooff the fieldd (fol

How to stay awake in meetings (conferences etc.)
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Training Courses

. 0Theoryo 1 s fine but s
studies / practice
Lots of practice

. The d6apprentice model O
Take them with you!

~ Watch and learn from the best

Matthew
And

Matthew
22 of 68



Delegation SkKills



Delegation

A Why do it?:

I We d o nwérit to do it ourselves
I We 6 mare expensive
I Your time is better spent elsewhere

I Furthers your career

A Why we d o nwaurit to do it?

I What happens to me?
I They ¢ a ndé it as good as meé
i | feel guilty giving away this stuff, | used to hate ité

i | todisker for me to do it myselfé
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Delegation T the SMART rules:

A The 6 S MA Rdads:
i Specific
i Measurable
i _Acceptable
i Realistic

i _Timed

Matthew
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Delegation i the SMART rules cor

Make each task specific

(XY x X X )
23888
3o

>

>

Check for understanding

Give them a due time

>

Monitor closely

>

Offer support when required

>

i ldentify strengths and weaknesses

A Wait until YOU are comfortable

A Remember = YOU CANOT DELE
RESPONSIBILITY!
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Be careful
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Report Writing




Report Writing

. Do your work at the client
. Make It interesting
. Use of Executive Summary

. Make sure you can support everything you
say (Including via workpapers)

. Table of Contents and action words

. What exactly are you trying to say? I NFlI

. Sentences, paragraphs

Matthew
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RepOr’[ er’[lng cont 6d.

The danger of the O0cooki e

Change the headers, footers, properties etc. and spell
check / search: not only for name and variations thereof ,
but also state etc.

0Drafto = OFinal o
Make sure It is Oreviewed?o
Give the reviewer appropriate time (suggest = walk-
through)

Never make a mistake by yourself
Make a call, but seek appropriate counsel
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RepOr’[ er’[lng cont 6d.

. You never know who Is reading this
. The 1T mportance of O60ex]
surprises! (Avoiding t

. Achieving acceptance ofissuesi n Agr eed
Acti ono should be Dboth

. Do your work at the client

Matthew
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Workpapers

. Must have support (evidence) for all findings /
conclusions

. Findings must make sense i and so must the
workpapers

. Professional standards and appearance

. Able to be easily reviewed and understood
(includes future use / updating)

Matthew
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Workpapers contoa.

Canot asoOumme wihho | 00K

|l ncreased review and o6cr
auditors and other interested parties

Regulatory authorities

SpecialistsT You arenot ot hat
BythewayiT ar enot we profes
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The Course in Brief

Essentially the course will involve two parts:

The Art of Report Writing which will include:
Grammar and punctuation
Eliminating unnecessary words
Writing actively
Writing Executive Summaries

OEl i minatingd the pet hates o
Management Group

A case study taking a Obadodo
review (as though they are a Head of Audit) and then
working to create a new report
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Reports i a Definition

Report n. 1 an account given or opinion
formally expressed after investigation or
consideration

The Australian Concise Oxford Dictionary

Report n. 1 What kills us
Average Australian auditor
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| t0s the Report

There are many things that contribute to professional success
and the success of assignments. These include:

Being technically competent

Having good interpersonal and communication skills
Effective time management

Good organisational skills

Getting on well with your ocli e
Al | of these are I mportant but
the delivery of the main (and u
0final 6 report

Al so = I mportant 1 f you are walil
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The Look

. Making a report look readable will encourage
Its recipients to read and respond to it

. The appropriate use of headings, sub-
headings, page breaks, bolding, italics;
combined with the effective use of spacing
and appendices, have led to many good
observations / ideas / recommendations that
may have been overlooked receiving their
deserved attention
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OWrited the repor teb

~ Mental

_ Bullets

. Mind maps
~ Sketches

~ Doodles

_ Whateverl!!l
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Getting off on th (

Look and Feel

. Appropriate use of headings

. Use of graphics and diagrams (the good, the
bad & the ugly)

Need linkage and explanation
More col ours doesnot mak

. No owi dows and orphans
. Format Paragraph Left
. Use of Appendices

. Consistency (within program of work)

Matthew
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Getting off on t hj&s
Executive Summary °
_Audience?

~ What should it contain?

. How do you write one?

The 030 second |1 ft r

. Tellitlikeitis
. Can you substantiate every comment? (full

detail in main body of report)

. KISS (applies to entire report!)
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Q...
CD o0

An Ol di ot 6s Gui

The sentence

Use short sentences. Never use one sentence when you
can use two.

The paragraph
Use paragraphs as a unit of thought. Never put more than
one main idea into a single paragraph

The comma
Say it out loud. Do you pause? If so = you need a comma
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Some potential references

LYNNE TRUSS

ITIN

WRITING!
Cer—
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Omit Needless Words

Rule 17 in the chapter titled Principles of
Composition; The Elements of Style, William Strunk
Jr. and E.B. White

A O0caseé Sstepchyedr King AOn W
Do not write:

ADuring the Audit 1t was not e
ADuring the course of our r e\
t hat é. 0

AWe recommendé. o

AWe consider thate. o
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What exactly are you trying to say?
I N.F.I.

~The o001 nfamouso6 1 thesedwha n d
have had me O0reviewd a
know what this means

., Those wh ol doanvoeth owor r vy ,
case studies you will!

. Too many case studies are not enough!
Must be industry or company specific
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BCP Review

 pal
\) pad.- ? s st- f“fk " November 20005 (Y X X )

Kkl

il %
iels Sape . |
' ’ ' NRJ&‘“WE::";.“ Jusy roulted inthe deatification of the o000
ol e -(al(ou‘ws Ky rssuts that art cormen . .
i 4o many RCPs. These items art desciy
2 Executive Sushmary s B

The content and strigcture of Carringbush’s BCP documentation have Yeen enhanced over the
last twelve months.qI'Fhe high level review of the divisional BCPs'in Section 3.2 of this
report identifies- to-all BCPs *

Name
The key issues identified include:

B Back-up Procedures - elements of back-up procedures are not documented or referenced

in the divisional BCPs; fira
®  Key Information Requirements - key hard copy deeyments and critical spreadsheets have Fom"f
not been formally identified in the divisional B mh}(/
1 this arca have were
®  Recovery Strategies - step-by-step guides, which ensure the coﬁleticn of key elements
of the recovery process, have not been developed. Thi§ nee supported by the
workshop output,

®  Damage Assessment / Problem Escalation - key elements of the damage assessment and
problems escalation procedures are not included within the divisional BCPs;

m  Restoration Procedures - recovery procedures that guide the return to business-as-usual
have not been developed and included in the divisional BCPs; and

®  Maintenance, Testing and Training — Carringbush have not developed a formal
maintenance, testing and training procedures. However, they are developed based
on the testing and maintenance recommendations made by KPM [nshort, there {"/ fe 1o MIW.I'@
= in relakin o akib //mmk actioh (s fakea o rechify Thy
Oetailed ‘Recommendations fex the above issued are/provided in Section 3.27These issues should be #2#t-
addressed in order to improve BCP quality and to ensure consistency between all divisional €y document and
BCPs. refernce ol tliney,
+ ) 0 &‘(‘klﬁpﬁv the
The Corporate-Wide BCP does not detail Command Team responsibilities and Corporate- J’“’Jllu/ LI(A
Wide interdependencies between divisions. It is recommended that one of the main ’
objectives of the Corporate-Wide BCP should be to outline, in detail, the roles and
responsibilities of the Command Team, their requirements of divisions, and the divisions'
requirements from them. The Corporate-Wide BCP should also address the Corporate /(A(?

LK V73 M{M\ assumptions identified within the divisional BCPs.
~

Hloo

J

:57/1/3 /s waid ! Additionally, we performed a Content Guideline Review (Section 4), with the objective of
ensuring critical information is contained in the BCP's. The following critical items were

L L ({i!’h y generally not considered (ie. referenced or detailed) in the divisional BCPs:
-Llarr 7
- Gpand, - Off-site storage location details; - Emergency command centre contact details;

.I7'IMM. J - dexlmf‘l‘“” \ /
M\, 2 sides ?
ju(zya‘f ot /IM 37[6u//613

Report Writing Case Study - Original.doc 5

45 of 68

i "_i IEI Iihlsl



Tips

Use the first word that comes to your mind, if it is appropr
You are not sitting an English literature exam

Use simple words

late

commence Vs. start

discontinue stop

endeavour try
prior to before
whilst while
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TipSContﬁd.

Italics, bolding etc.
Keep technical detail in appendices
Einsteindos 6one pageodo t he

Dono6t o6fudgedo 1t: 1 f you
and risk management)
OFessing up6 = the earlier tit

Cross- referencing within a document

OPeer reviews?o
What exactly are you Oreadi nc
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Sales
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(Y X
. Y X X
o000
Selling
o0
O
How ol d is o000l do?
5/ 10 years?
The o6kidsdé grow up
Keep i n contact | t0s too | ate to te
theydove gone out to tender
Surround yourself with dédsmarto and s
Stay at their holiday houses etc.
Do your work at the client
Galesd i's not a dirty wor d!

Someone who has bought from 6youd be
oOyoud again

Building/maintaining your contacts-The O6cup of coffeed
i One O6proposal-wp¥&. 40 O6catch

i The real cost of proposals

i It 1 s n 0youwilebe dskead! g

vatew | T FUSt ed relationships = no Otender 0
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