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Who is Lucid IT
ÁLucid ITôs vision is: 

to be the partner the market chooses to help 
clarify and resolve IT Management challenges.

Á Lucid IT is a professional Consulting and Education 

company established in 2001.

Á Lucid IT joined the UXC Limited an Australian-owned 

ASX 300 IT Professional Services company with a 

revenue of $700 million and 3500 staff

ÁWe deliver real value through the alignment, integration 

and implementation of frameworks and standards such 

as ITIL, ISO20000, ISO27001, COBIT and PRINCE2.

Sydney, Canberra, Melbourne, Brisbane, Perth, 

Singapore and New Zealand



Background

Á Lucid ITôscore business in 2001 was Information 

Technology Infrastructure Library (ITIL) 

ÁWe have helped many organisations introduce ITIL 

to varying levels of success and maturity

ÁOne way of measuring improvement of ITIL process 

implementation is by conducting regular Maturity 

Assessments

Á Some of our clients then looked beyond ITIL for a 

framework that could cover the areas that ITIL did 

not



CoBIT

Á CoBIT provided the comprehensive framework 
coverage that our clients were looking for

Á The CoBIT maturity models mapped nicely to those in 
ITIL

ÁOur clients had experience of ITIL Maturity 
Assessments and were use to implementing 
ñroadmapsô for improvement

Á Could CoBIT be useful in identifying gaps?

ÁAcross the Enterprise (Governance)

ÁIn Project Management (Build), and

ÁOperations (Run)

Á How do we compare against similar organisations 
(Benchmarking)?



CobiT v4 adds a frameworké

Domains

Processes

Adapted from: IT Governance Institute

GOVERNANCE OBJECTIVES

AI1 Identify automated solutions.

AI2 Acquire and maintain application 

software.

AI3 Acquire and maintain technology 

infrastructure.

AI4 Enable operation and use.

AI5 Procure IT resources.

AI6 Manage changes.

AI7 Install and accredit solutions and 

changes.

ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control.

ME3 Ensure regulatory compliance.

ME4 Provide IT governance.

BUSINESS OBJECTIVES

ÅApplications

ÅInformation

ÅInfrastructure

ÅPeople

IT RESOURCES

PO1 Define a strategic IT plan.

PO2 Define the information architecture.

PO3 Determine technological direction.

PO4 Define the IT processes, 

organisation and relationships.

PO5 Manage the IT investment.

PO6 Communicate management aims 

and direction.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

PO10 Manage projects.

ÅEffectiveness

ÅEfficiency

ÅConfidentiality

ÅIntegrity

ÅAvailability

ÅCompliance

ÅReliability.

INFORMATION

DS1 Define and manage service levels.

DS2 Manage third-party services.

DS3 Manage performance and capacity.

DS4 Ensure continuous service.

DS5 Ensure systems security.

DS6 Identify and allocate costs.

DS7 Educate and train users.

DS8 Manage service desk and incidents.

DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.

DS13 Manage operations.



CobiT 4.0 domains and processes

PLAN AND ORGANISE

PO1 Define a strategic IT plan.

PO2 Define the information architecture.

PO3 Determine technological direction.

PO4 Define the IT processes, organisation and relationships.

PO5 Manage the IT investment.

PO6 Communicate management aims and direction.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

PO10 Manage projects.

ACQUIRE AND IMPLEMENT

AI1 Identify automated solutions.

AI2 Acquire and maintain application software.

AI3 Acquire and maintain technology infrastructure.

AI4 Enable operation and use.

AI5 Procure IT resources.

AI6 Manage changes.

AI7 Install and accredit solutions and changes.

DELIVER AND SUPPORT

DS1 Define and manage service levels.

DS2 Manage third-party services.

DS3 Manage performance and capacity.

DS4 Ensure continuous service.

DS5 Ensure systems security.

DS6 Identify and allocate costs.

DS7 Educate and train users.

DS8 Manage service desk and incidents.

DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.

DS13 Manage operations.

MONITOR AND EVALUATE

ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control.

ME3 Ensure regulatory compliance.

ME4 Provide IT governance.
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COBIT Maturity Model
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Process Maturity Guidelines

Non-existent 0
Complete lack of any recognisable processes. The enterprise has not even recognised that there is an 

issue to be addressed.

Initial 1
There is evidence that the enterprise has recognised that the issues exist and need to be addressed. 

There are, however, no standardised processes; instead there are ad hoc approaches that tend to be 

applied on an individual or case-by-case basis. The overall approach to management is disorganised.

Repeatable 2

Processes have developed to the stage where similar procedures are followed by different people 

undertaking the same task. There is no formal training or communication of standard procedures, and 

responsibility is left to the individual. There is a high degree of reliance on the knowledge of individuals 

and, therefore, errors are likely.

Defined 3

Procedures have been standardised and documented, and communicated through training. It is, 

however, left to the individual to follow these processes, and it is unlikely that deviations will be 

detected. The procedures themselves are not sophisticated but are the formalisation of existing 

practices.

Managed 4

It is possible to monitor and measure compliance with procedures and to take action where processes 

appear not to be working effectively. Processes are under constant improvement and provide good 

practice. Automation and tools are used in a limited or fragmented way.

Optimised 5

Processes have been refined to a level of best practice, based on the results of continuous 

improvement and maturity modelling with other enterprises. IT is used in an integrated way to 

automate the workflow, providing tools to improve quality and effectiveness, making the enterprise 

quick to adapt.



What were our challenges?

Á Some of the challenges faced when undertaking 

CoBIT Maturity Assessments include:

ÁConsistency of results

ÁConsistency of interpretation of the outcomes

ÁHaving received the Assessment results ïwhatôs 

next?

Á Can the same approach work across three different 

environments:

ÁA government department

ÁFinancial institution

ÁManufacturing and distribution company



Consistency of results ïhow?

ÁWe use different resources with different:

ÁExperience of CoBIT

ÁSkills

ÁOur clients have different:

ÁExperience / Knowledge of CoBIT

ÁSkills

ÁInteractions with each process, eg

ĞProcess Owners

ĞUsers

ĞRecipients



Options

ÁWe do it:

ÁTakes a lot of effort on our part

ÁMany interviews to be conducted

ÁReview lots of evidence

ÁOur clients do it:

ÁLimited experience of CoBIT

ÁQuality of evidence varies

ĞWhatôs good to some is not so useful to others

ÁHow are conflicts arbitrated?  

ÁWe do it together:

ÁThe Facilitated Self-Assessment
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The Facilitated Self-Assessment

Á The Facilitated Self-Assessment

ÁCollaboration of our resources and their resources

ÁMinimises their time and our time

ÁMakes best use of:

ĞTheir knowledge of their environment and 

ĞOur knowledge of CoBIT and the evidence required to 
satisfy each Maturity Level for each process

ÁSelective review of evidence

Á Benefits:

ÁConsistency of Results

ÁDefendable Maturity Assessment Levels

ÁAccurate
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The Facilitated Self-Assessment

Á Training

ÁThe Assessors in CoBIT

ĞEssentials

ĞProcedures for conducting Maturity Assessments

ÁThe client staff involved in the assessment  (2 hour 
overview) of CoBIT

Á Preparation

ÁExcel spreadsheet for each process 

ĞDetailed Controlled objectives 

ÁStakeholders are identified for each process

ĞProcess owner ïsomeone ultimately responsible for 
that process

ĞProcess user ïsomeone who uses that process

ĞEnd User ïsomeone who derives business value from 
that process
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The Facilitated Self-Assessment

Á The Assessment 

ÁEach Stakeholder completes the spreadsheet with their 
view of the maturity (3 to 4 hours) for each Domain

Á For each control, Stakeholders are instructed to consider: 

ÁPresence of each control, and its maturity

ÁDocumentation to support the process or control

ÁOverall quality of outputs from the process

ÁOverall quality of inputs into the process

ÁService and Process reporting methods and data

ÁRoles and responsibilities

ÁCulture, capability, work practices and people aspects of 
each process

ÁTools/technology used to aid process or control

All maturity levels have to be substantiated by evidence



The Facilitated Self-Assessment

Á Review and Verification

ÁFor each process we look for:

ĞAgreement of Maturity Levels from all Stakeholders

ĞDivergence of Maturity Levels from Stakeholders

ĞEvidence to support Maturity Levels eg - process 

descriptions, reports, plans etc

Á A Concluding Workshop is held to:

ÁAllow for participation and involvement of 

Stakeholders

ÁPresent the findings

ÁTo modify, delete and add; to gain consensus on the 

Maturity Levels

15



Presenting the Results 
The Facilitated Self-Assessment



All Domains
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View Per Domain

2.0

2.8

3.2

2.4

2.8

4.4

2.5

Identify automated solutions

Acquire and maintain application é

Acquire / maintain technology é

Enable operation and use

Procure IT resources

Manage changes

Install, Accredit Solutions / Changes

A
I1

A
I2

A
I3

A
I4

A
I5

A
I6

A
I7

Maturity

Acquire and Implement

2.4

2.0

2.8

2.7

2.4

2.3

2.4

3.0

3.0

2.1

Define a strategic IT plan

Define the information architecture

Determine Technological Direction

Define the IT processes

Manage the IT investment

Communicate management aims and 
direction

Manage IT human resources

Quality Management System

Assess and manage IT risks

Manage projects

P
O

1
P

O
2

P
O

3
P

O
4

P
O

5
P

O
6

P
O

7
P

O
8

P
O

9
P

O
1
0

Maturity

Plan and Organise

1.8

1.7

3.1

2.8

2.4

1.0

1.5

2.9

2.0

2.8

2.8

3.6

3.8

Define and manage service levels

Manage third-party services

Manage performance and capacity

Ensure continuous service

Ensure systems security

Identify and allocate costs

Educate and train users

Manage service desk and incidents

Manage the configuration

Manage problems

Manage data

Manage the physical environment

Manage operations

D
S

1
D

S
2

D
S

3
D

S
4

D
S

5
D

S
6

D
S

7
D

S
8

D
S

9
D

S
1
0

D
S

1
1

D
S

1
2

D
S

1
3

Maturity

Deliver and Support

3.0

2.2

2.6

2.8

Monitor and evaluate IT performance

Monitor and evaluate internal control

Ensure regulatory compliance

Provide IT governance

M
E

1
 

M
E

2
M

E
3

M
E

4

Maturity

Monitor and Evaluate
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COBIT Process Maturity Levels
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07 Ratings

Importance

High

Medium

Low
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Planning and Organising Benchmark

Legend:

ÅYour size: >$500M turnover or >1,500 staff

ÅYour industry: Production/Manufacturing/Retail

ÅYour geography: Asia and Oceania 

Score:

Å0 = Non existent

Å1 = Initial/Ad Hoc

Å2 = Repeatable but Intuitive

Å3 = Defined Process

Å4 = Managed and Measurable

Å5 = Optimised


